Encrypting Your Email Using the free COMODO Secure Email Certificate

These instructions will guide you through the process of getting a free Secure Email Certificate Issued by
COMODO.

This document will cover the following steps:

Apply for a certificate from COMODO.

Retrieve and install the certificate from COMODO.
Export the Public key portion of the certificate.
Email the Public Key portion to Faster Solutions.
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To follow this guide fully, we recommend you use Internet Explorer 8 and Microsoft Office Outlook 2003 for
the entire process. If you are using a different version or browser, please do the comparable steps.

If you intend on using this certificate in Microsoft Outlook, make sure you are using IE 8.0 or earlier. If you are
intending on using this certificate in Mozilla Thunderbird, make sure you are using any version of Firefox.



Step 1: Apply for a certificate from COMODO.

Go to the following web address using Internet Explorer 8:
http://www.instantssl.com/ssl-certificate-products/free-email-certificate.html

It will take you to the followingpage.Cl i ck on “ GET | T FREE NOW!

[Signature for Email Security - Windows Internet Explarer

l.com/ssl-certificate- products/free-email-certificate. html ‘| 2] ‘ ‘}| A | )’-/ Sea.

= v @) Microsoft bCentral g | My company's internal W... @ Remote E-mail Access @& Web Slice Gallery ~
1l Signature fo... M- v =
iif:;ﬁ;cpinsgr!gr‘:,g'" IG__QA Select Your Region: | North America | |

Instant SSL ‘ Low Cost, High Assurance,
by COMODO SSL Certificates

International:

[ Products H Resellers " Comparisons ”Corpqte" Support " International ] Search; | enter search text here | (@]

|: FREE S5L Certificate [ GET AT FREE NOW! | I KnoWyWhich Product T Want... ([ 8uy. J| Renew Your Certificate How & Save LRENEWJ:I

You are here : SSL Certificate Home > Comodo SSL Cergcates > Free Secure Email Certificates

Email Security with Free Secure EMgil Certificates
Comodo’s Free Email certificates allow you to use thel
authenticate and secure your email communications. Th

email you sent was not modified during transmission. I is.
viewing.

itally sign and encrypt features buitt into your personal email client to
llgws recipients of your emails to confirm your identity and ensure that the
simple to fully encrypt your communications to prevent unauthorized

Free Secure Email Certificate: $0.00 Shopping Cart

(Email Certificate can be applied for and collected using IE, Firefox, Operd™
Product:

. . Certificate Term:
Why do | need Secure Email Certificate?

% Authentication - Email passes through many different computer systems without your knowledge. Not onty Total Price:
are you unaware of the mail flowing through these systems, you may alse not know where these ct
are located, or even who owns and maintains them. Secure Certificates let you digitally sign your email to | © proceED To cHECKOUT |
prove that the message and attachments actually came from you.

4 Privacy - Any non-encrypted email you send can be very easily intercepted and read. Someone may be able
to =noop on your email Inbox, or grab the messages as you wirelessly check your mail on a laptop. Secure
Email Certificates allow you to easity encrypt your email and ensure that the messages and attachments may
only be read by the infended recipients.

| = BUY MORE PRODUCTS |

I Integrity - Regular, unsecured email can easily be faked. Messages can be produced that look as though they
were from a particular person or organization, when they were from someone completely different. Digitally
signing email with a digital Certificate means that it is impossible for anyone to atter the contents of your mail ” _
without the recipient being alerted. Stay One Step Ahead
With Comodo
Why Comodao for your Email Certificate? Get a 2048 -bit certificate.
% Complimentary - Comodo believes that private and secure messaging is a right not a luxury you should pay ¢ The next generation SSL

for. Comodo provides email certificates and ssl certificates free to personal users. fic certificate.
¥ _Fast and Fasv to Ohtain - Yni ran net a Secure Certificate from Comodn within minites usinm nur anline:

& Internet | Protected Mode:



http://www.instantssl.com/ssl-certificate-products/free-email-certificate.html

You will then be directed to the following page.

CORTIICATION.
C-:0-M-0-D-0 -
RPWiG!
Application for Secure Email Certificate Secure Email Certificates
, Step 1: Provide details
Your Certificate Details for your certificate
These details will be visible to people who use your certificate. They are required: —_—
First Name [Marion Step 2: Collect and
install your certificate
Last Name |Pintu-Basm
Email Address |mar|un@fastersu\utluns com
Country United States -

Advanced Private Key Options...

Revocation Password
If you believe the security of your certificate has been compromised, it may be revoked. A revocation
password is required to ensure that only you may revoke your certificate:

Revocation Password [sesssees

Re-enter Rev i [
Password

Comodo Newsletter [ Opt in?

Subscriber Agreement
Please read this Subscriber Agreement before applying for, accepting, or using a digital certificate. If
you do not agree to the terms of this Subscriber Agreement, do not apply for, accept, or use the
digital certificate.

Email Certificate Subscriber Agreement

i

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE READ
THE AGREEMENT CAREFULLY BEFORE ACCEPTING THE TERMS AND
CONDITIONS.

Fill out the form in its entirety.

Provide your:
First Name,
Last Name,
Email address you will be using this certificate with,
Country,
Revocation Password.

Disregard the Advanced Private Key Options.

The Revocation Password can be anything you want, but be sure to remember it or write it down and keep it
in a safe location for future reference.
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bottom of the page. (You might have to scroll down a little to see this button.)

Subscriber Agreement

Please read this Subscriber Agreement before applying for, accepting, or using a digital certificate.

you do not agree to the terms of this Subscriber Agreement, do not apply for, accept, or use the
digital certificate.

PESENTED, AND AGREE TO BE BOUND BY TS TERMS. IF ¥OU DO NOT AGREE
TO THE TERMS AND CONDITIONS OF THIS SUBSCRIBER AGREEMENT, DO NOT
APPLY FOR, ACCEPT, OR USE A COMODO EMAIL CERTIFICATE AND

CLICK "DECLINE™ BELOW.

m »

1. Application of Terms

1.1

The terms and conditions set forth below (the "Agreement”) constitute a final
binding agreement between you (the "Applicant” or "Subscriber”) and Comodo CA
Ltd. ("Comodo™) with respect to the services described herein.

2. Definitions and Interpretations

2.1

In this Agreement, unless the context reguires otherwise, the fellowing terms and
expressions shall have the following meanings: -

Agree & Continue |
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Web Access Confirmation EZ

This Web site is requesting a new certificate on your behalf. You should
l % allow only trusted Web sites to request a certificate for you.

Do you want to request a certificate now?
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information on how to COLLECT your certificate has been emailed to the email address you provided.

Windows Internet Explorer

com/products/!SecureEmail Certificate_Signup - % Identified by C.0-M-0-D-0 ‘ ) "‘f| A | ‘_a‘ Sea
£ | Microsoft bCentral @& | My company's internal W... @& Remote E-mail Access @ | Web Slice Gallery »
-8 -

CORTHEATION
AERIMITIS

C-0-M-0-D-O
>
FEm

Secure Email Certificates

Application for Secure Email Certificate

Step 1: Provide details

3
for your certificate

Application is successful!

Step 2: Collect and

Details on how to collect your free Secure Email Certificate will be sent to
install your certificate

marlon@fastersolutions.com.

Congratulations on choosing Secure Email Certificates to keep your email confidential.

Al rights regerved







Step 2: Retrieve and install your certificate from COMODO
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OYour certificate is ready for collection!” This is your confirmation email telling you that your Email
Certificate is ready for collection.

D:D-0O +1 888 266 6361
- +1,201.963.9003

Your Comodo FREE
Personal Email Certificate
is now ready for collection! -

Dear Marlon Pinto-Basto, .
How to encrypt mail

Congratulations - your Comodo FREE Personal Secure Email Certificate is now Step 1
ready for collection! You are almost able to send secure email! Create a new Mail

B lnbsen - Micrenatt Outisok

Simply click an the button below to collect your certificate. B | yeu Pegiw Jub idwe b

) A ahl-n-b
(e wet v Tha Foidle
Click & Install Comodo Email Certificate :“:"“ "

ekl dpuarirs
Note:- If the above button does not work, please navigate to 2 - I
hitps:isecure.comodo.net/productsSecureEmailCerificate_Collec2 Enter your email p2
address and the Collection Passwoard which is: Aif1SFzpAsfahh28y

Chose the Options button

Your Comodo FREE Personal zeclre all Gefmcate will then be automatically
placed into the Certificate store on your computer.

— bl ¢ Ir Ir
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that depending on your personal Outlook 2003 configuration, the button might not work for you which could
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the button. Also make note that COMODO has provided you with a Collection Password which WILL BE

NEEDED for the next step.

Follow these next few steps:

1. Open Internet Explorer 8

2. Copy and Paste the web link provided to you in the email into Internet Explorer 8. It should look
42 Y S KA Y Attph:/Asdcuse.cami§db.det/ptoucts/!SecureEmailCertificate_Collec2d 6 dzli A (i
possible that this link could change in the future.



You should now be looking at this page in Internet Explorer 8.

Ernail Certificates - Application - Windows Internet Explorer

=1 |@ https://secure.comodo.net/products/!SecureEmailCertificate_Collec2 - 5 | =] | ‘f| b 4 | |}3‘ Set

tes | '{:5 @ Suggested Sites v @ | Microsoft bCentral g | My company's internal W... & | Remote E-mail Access @ | Web Slice Gallery -

| Secure Email Certificates - ... |@Secure Email Certificate... 2 |_| M- L
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Collection of Secure Email Certificate Secure Email Certificates
. . s Step 1: Provide details
Your Collection Details for your certificate
You must enter these details to be authorized to collect your certificate. —_——
Email Address Imarlnn@f&stersnlutiuns.cnm 5 Step 2: Collect and
. install your certificate
Collection [seesseccnscsnnee
Password

Submit & Continue

Fill in the email address you provided earlier, and the password provided to you in your email from COMODO
under the big-red button in the Note section.

Click “Submit & Continue”

I FGSNI @2dz Of A O1 GMIGHDg¥tAhé follswing dalbgibdx Wskir§ you t& rdntmber this
password. Click“ N aof you do get this dialog box.

AutoComplete Passwords E

@ Do you want Intemet Explorer to remember this
password ?

Intemet Explorer can remember this password so you dont
have to type it again the next time you visit this page

Dont offer to remember ary more passwords

Leam about AutoComplete Yes ] E Eﬂ 1




You will most likely get this screen with a bar informing you that the website wants to run a Certificate
9YNRf f YSVY ( -od. 2OyNOTNBCOK ©N THERNETIFICATION. In the pink box, there are some
instructions by COMODO on how to get past this point. We are going to follow those instructions now.

- £|@|‘t‘x‘|pSearthGoogte

w - |a https://secure.comodo.net/products/!SecureEmailCertificate Collec2

7' Favorites | 9% @ Suggested Sites v @) Microsoft bCentral @ My company's internal W... @] Remote E-mail Access @] Web Slice Gallery =

@ Done
o 228

> Page v Safety v Tools v @v

'ed This website wants to run the following add-on: 'Certificate Enrollment Control’ from 'Microsoft Corporation’, If you trust the website and the add-on and want to allow it to run, click here...

geng.," cUcu-U

Collection of Secure Email Certificate

Attempting to collect and install your Free Certificate...

To get past the security wamning shown above. you need to authorize this webpage to install your
new Certificate:

On the Tools menu, select Internet Options.

Click the Security tab, select the Trusted sites zone and click Sites.

Ensure that https://secure.comodo.net is in the "Add this website to the zone:" box.
Click Add, then Close, then OK.

Finally, click here to continue...

Secure Email Certificates

v Step 1: Provide details

for your certificate

, Step 2: Callect and
install your certificate

€ Internet | Protected Mode: Off

To get past the above screen, follow these steps:

n Internet Explorer 8, <click

A

|p Search Gaogle

o .

. v [ = v Pagew Safety |'lc.ic.ilsv

[ Bl

let]

Pop-up Blocker

Work Offline

& kO

Full Screen
Toolbars
Explorer Bars

<l> Developer Tools
Suggested Sites

Internet Options

Diagnose Connection Prchl&n15.~ b

Reopen Last Browsing Session
Manage Add-ons

Compatibility View
Compatibility View Settings

F11

F12

“Tool s”

and

t hen

a



Clickthe Se cétab.i t y
Clickthe* Trustée dl By $@s
Clickthe* Siét edsdz(i (1 2 Yy ®

Internet Optigns

2 ==

ﬂ Security

N
)riuacy | Content | Connections | Programs | Aduanced|

Select a zone to view or change securify settings.

@ & /v

Internet Local intranet\, I = =

Trusted sites

j This zone contains websites that you
" trust not to damage your computer or
your files,

Security level for this zone

Custom

Custom settings.
-To change the settings, didk Custom level,

- To use the recommended settings, dick Default level,

[|Enable Protected Mode (requires restarting Internet Explorer)

[ Custom lewvel... H Default level ]

[ Reset all zones to default level ]

[ 0K J [ Cancel

Ap |:I|

The” Tr ust eboxwill dpdear. IMake sure that https://secure.comodo.net A a

zoneY¢ GSEG o2Addd .¢KSys Of A0]

Trusted sites @

You can add and remove websites from this zone, All websites in
LY this zone will use the zone's security settings.

\

dd this website to the zone:

https://secure.comodo.net m

Websites:

/

Remove

Require server verification (https:) for all sites in this zone

Close

4

a
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This will add the addresstothed2 SoaA i Saé¢ tAaGd

Trusted sites ==

# fou can add and remove websites from this zone. All websites in
& this zone will use the zone's security settings.

Add this website to the zone:

sites:

https:/fsecure.comodao, net Remove

Require gserver verification (https:) for all sites in this zone

Close
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You will then be presented with the following dialog box asking you if you want to redisplay the page. Click
1] R e t r y ”

Windows Internet Explorer @

To display the webpage again, Internet Explorer needs to
l % resend the information you've previously subrmitted.

If you were making a purchase, you should click Cancel to
avoid a duplicate transaction. Otherwise, click Retry to display
the webpage again.

Cancel




You will then be presented with the following dialog box asking you if you want to add the certificate now.
Click® Yes”

Web Access Confirmation X

This Web site is adding one or more certificates to this computer.

! . Allowing an untrusted Web site to update your certificates is a security
risk. The Web site could install certificates you do not trust, which could
allow programs that you do not trust to run on this computer and gain
access to your data.

Do you want this program to add the certificates now? Click Yes if you
trust this Web site. Otherwise, click Mo.

If all goes well you should be presented with the following page.
Congratulations, your certificate is now installed!

You now need to export your public key, and then email your public key to Faster Solutions. We are going to
export your public key now.

on - Windows Internet Explorer

do.net/products/!SecureEmailCertificate_Collec2 - % ‘ ] ""1‘ X ‘ |;' Search |

es v @ Microsoft bCentral @& | My company's internal W... @& | Remote E-mail Access @& | Web Slice Gallery «

- @SEcureEmai\CertificatE..‘ )n'l\ B -= e
C:0O-M-0-D-O g
>
v
Collection of Secure Email Certificate Secure Email Certificates

Step 1: Provide details
for your certificate

Attempting to collect and install your Free Certificate... —
, Step 2: Collect and
Successful install your certificate

© Copyright 2009. All rights reserved. Wednesday November 4, 2009




Step 3: Exporting the Public Key Portion of the certificate

Certificates are composed of a Public Key and a Private Key. The public key is the part of your certificate that
anyone SENDING YOU an email uses to encrypt (i.e. scramble up) their email to you so that no one else can

intercept and compromise it.

To establish this kind of secure communication, you need to share your Public Key with whomever you wish to
transfer secure emails with. To decrypt (ie. unscramble) your email, you need both the Public Key and your
Private Key to do so. So, since you only share out your Public Key, and keep your Private Key to yourself, ONLY

YOU are able to read any secure email coming to you.

Faster Solutions requires your Public Key in order to be able to send you encrypted secure emails from our
various services. One such service that uses encrypted emails is our shopping cart feature.

To export your Public Key, do the following steps:
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n | #~ Search Google

"B v & m=m ~ Pagev Safe ql'
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Reopen Last Browsing Session

1 Pop-up Blocker

Lo &

Manage Add-ons

Work Offline

Compatibility View

Compatibility View Settings

Full Screen F11
Toolbars

Explorer Bars
Developer Tools F12

Suggested Sites

+7] Internet Options —

>
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Internet Options

P ———
| General | Security I Priu€cy Content Dinnnecﬁuns I Programs I Ad'u'an::ed|

Content Advisor

?l Ratings help you control the Internet content that can be
viewed on this computer,

[ I:@]Enat:nlne. - ] ) Settings

Certificates
Use certificates for encrypted connections and identification.

[ Clear S5L state Q[ Certificates ”) Publishers ]

AutoComplete

AutoComplete stores previous entries [ Settings ]
on webpages and suggests matches
for you,

Feeds and Web Slices

@ Feeds and Web Slices provide updated [ Settings ]
| content from websites that can be

read in Internet Explorer and other

programs,

Ok ] [ Cancel Apply




Make sure <All> is selected from the Intended purpose dropdown.
| £ AOPersonMsS @l 6 yR aStSOG @2dzNJ SYFAf OSNIAFAOFGSO

If you have multiple personal certificates installed on your system, look for a certificate issued by
G! 6USERRKt/ t ASy G ! dziKSYdAOlI GA2Y YR 9YI Af ¢

Click the® E x p obutton..You will then be taken to the Certificate Export Wizard.

==

Certificates
Intended purpose; @ - ]
e

Personal bﬂﬂer People I Intermediate Certification Autharities | Trusted Root Certification| * | *

——TLoco=d e Expiratio... |
UTN-USERFirst-Client Authentication and Email 11/4/2010

Issued To

= Marlon Pinto-Basto

a4 | m |

F
[ \
[ Import... q [ Export... ] Remove

Certificate intended purposes

Secure Email, 1.3.6.1.4.1.6949.1.3.5.2

Learn mare about certificates




After clicking“ E x p oybutwill.See the following dialog box.

Click® Ne x t

Select® No ,

>n

Certificate Export Wizard

;.

a

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which iz issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back F Next = |[ Cancel

do not ek@wddick"“Nextpr'vat e

Certificate Export Wizard

Export Private Key

You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the

certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

@ Mo, do not expart the private keyi

Learn mare about exporting private keys

< Back ][ Mext = ][ Cancel




Select “

DER

encoded bi fromtheglistahd BcW“ON g x tCER") ”

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

i@ DER encoded binary X, 509 (CER};

() Base-64 encoded X, 509 (,CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (\PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Seriglized Certificate Store ((S5T)

Learn more about certificate file formats

< Back ][ Mext = ][ Cancel
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domain or something meaningful. Make sure not to use any spaces. Also, make sure to use the prefix with
GPOSNE @ Ly 2dzNJ Olfasterolutibr 0aN® dzid YRSHK&E YE YSK&E FA
desktop.

Click® Next >7

Certificate Export Wizard (=3

File to Export
Specify the name of the file you want to export

File name:

fastersolutions. cer Browse...

| < Back |[ Next = ]| Cancel |

If your certificate was exported successfully, you will see the following dialog box. Click“ Ok ”

Certificate Export Wizard |25

The export was successful.
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Step 4: Email Faster Solutions your Public Key portion of your encryption
certificate

Use your email program (Microsoft Office Outlook 2003 is used in this example) to attach and email that
certificate as an attachment to service@fastersolutions.com

To do this, follow these steps:

Inbox - Microsoft Outlook

T File Viey 0 Autotask  Tools  Actions  Help

E¥ Faster Solutions Email Certificate - Message

i File Edit Wew Insert  Format  Tools  Table  FlashPaper  Wwindow  Help

: L) attach as Adobe POF Vg

{4 5end | F\ccountS'( M ~)o2 8 4 ¢ 8 | ¥ || ) ogtions... « | HTML =

[l To... suppork@ solutions,com ¢———————

ILUCE...

Subject: Faster Solutions Email Certificate €—————

e o [ ] Al -0 -A- B ZU|E|l==|=:===0

Ross Ekbery

Tech Administrator/Programmer
Faster Solutions, Inc.

10E. Supenar. 3. Suite. 200
Duluth, MK 55502
218.733.3936

wonewy fastersolutions. corm

Rossi@fastersolutions.com

Send to: service@fastersolutions.com
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mailto:service@fastersolutions.com

Insert File

| @ Desktop

illﬁxt:j@'Tml_Sv

My Recent
Daocuments

Iy Metwork,
Flares

[DM';.f Documents
:i My Computer
""jMy Metwork, Places

&2 Fastersalutions. cer

@ Shorkout bo putty exe

File name: | 2 |

Files aof tvpe: ||.:.||| Files (*.*) - |

Fange...

Insert

-

Locate your saved certificate and select it.

/ £ A Dis.e® t’




E¥ Faster Solutions Email Certificate - Message

4 Fle Edit wiew Insert Format  Tools  Table  FlashPaper  Window  Help

\ -1 as fdobe POF !

‘ = gend |)E'I'Uutsv |0 -8 5 ¥ 8" |L§ 2] Options... = | HTML -
? \M'l'n/ supporki@fastersolutions .com
; (9l
Subject: Faster Solutions Email Certificate
g Attach... Ed rastersalutions.cer (31123 B E—
| =T -0 - A- Bz u|El=s= ==l

WA T COIMPany'. com

JoeShmoe@Emycompany. com
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Once we receive the certificate, we will install it on our mail server and send you a test page.

If you receive and can view the test page, from that point on, your emails will be secure!



